
Inter-VPC Communication using AWS VPC Peering 
 

Overview 

Established secure private communication between two AWS VPCs using VPC Peering, 
enabling EC2 instances in both VPCs to communicate without using the public internet.​
 This project demonstrates network isolation, route management, and private 
connectivity between multi-tier environments. 

Step 1) Created two vpc and i was default vpc 

 
 
 
 
Step 2)   Created two public and two private subnet for vpc1 and vpc2 also 
created private route table for both vpc1 and vpc2 and routed accordingly as 
shown below also created internet gateway in vpc1 and vpc2 and added route in 
public route table of both vpc1 and vpc2 



 

 
 
Step 3) Now we create Natgateway for private subnet 
internet access 



 

 
 
Step 4) We will update private route table to allow internet 
to go through natgateway 



 
 
Step 5) Now We will launch  2 instances in both public 
and private subnet in both vpc1 and vpc2 



 
 
Step 6) Now we will ssh into all 4 instances  

 
Step 7) we will ping public and private ec2 instances 
in vpc1 and vpc2 



 
 

 
a)​ Here both ec2 instances in same vpc1 can ping  over 

private ip 



 

 
b)​Here both instances in vpc2 can also ping over 

private ip 
 



 
c)​But now when trying to ping over private ip in 

different vpc no response  
 
Step 8) Now we will establish vpc peering so that 
inter vpc communication can be established 
 



 

 
 
Step 9) Now we will update route table for other vpc 
cidr block to go through vpc peering  



 

 



 

 
 
Step 10) Now we will test again ping on private ip of 
vpc1 instance from vpc2 instance and viceversa 
 



 

 
 
Similarly ping on private ip of vpc2 instance from 
vpc1 instance successful  
 



Vpc peering successfully implemented 

✅ Demo / Output 

●​ Successful ping and SSH between instances in 
different VPCs​
 

●​ Private IP-based communication verified​
 

●​ Internet not used for cross-VPC traffic​
 

 

🌟 Impact 

This project showcases my ability to design and 
implement secure, scalable, and cost-effective inter-VPC 
communication — a fundamental concept in Cloud 
Networking and DevOps architectures. 
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