
 

High-Availability Web Application with AWS EFS 
Shared Storage 
 
Step 1) We will create EFS file system 

 
 
 
Step 2) We will select default setting  



 
 
Step 3)  We will select subnet for mounting this efs and security group which should allow port 
2049 for efs 
 
 

 
 
 



Step 4) We can see EFS is available to use now 

 
 
 
 
Step 5) Now we will launch two ec2 across different az and enter user data to install nfs and 
nginx package 
 

 



Step 6) See our instances are now available to use 

 
 
Step 7)  We will ssh into both instances 
 

 
 
 
 



Step 8) Now weill mount efs by dns on both ec2 instances 

 
 
Step 9) See efs successfully mounted on both ec2 instances 
 
 

 
 
 



Step 10) We have created folder in efs and added index.html to be accessed from both ec2 
instances 
 

 
 
Step 11) Fix the permission and everything as shown below  
 

 
 



 
 

 
 
 
 
Step 12) Now we curl localhost on both ec2 instances and can see both serves same file  



 
 
Step 13) After accessing public ip on both ec2 instances got same file from efs 
 

       

 
 
 



Technologies Used 
Technology Purpose 

AWS EC2 Virtual servers hosting web applications 

AWS EFS Network File System for shared storage 

Nginx High-performance web server 

Linux (Ubuntu) Operating system 

NFS v4.1 Network file sharing protocol 

Bash Scripting Automation and configuration 

 

Key Features 
1.​ High Availability: Multiple web servers ensure service continuity 
2.​ Shared Storage: Centralized content management via EFS 
3.​ Real-time Synchronization: Changes propagate instantly across all servers 
4.​ Scalability: Easy to add more EC2 instances to the cluster 
5.​ Cost-Effective: Pay-as-you-go EFS storage with no minimum commitments 
6.​ Automatic Failover: If one server fails, others continue serving traffic 
7.​ Persistent Mounts: EFS automatically mounts on instance reboot 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



┌───────────────────────────────────────────────────────────
──┐ 
│                        AWS Cloud (VPC)                       │ 
│                                                              │ 
│  ┌──────────────────┐              ┌──────────────────┐    │ 
│  │   EC2 Instance 1 │              │   EC2 Instance 2 │    │ 
│  │  (us-east-1a)    │              │  (us-east-1b)    │    │ 
│  │                  │              │                  │    │ 
│  │  ┌────────────┐  │              │  ┌────────────┐  │    │ 
│  │  │   Nginx    │  │              │  │   Nginx    │  │    │ 
│  │  └────────────┘  │              │  └────────────┘  │    │ 
│  │       │          │              │       │          │    │ 
│  │       │ mount    │              │       │ mount    │    │ 
│  │       ↓          │              │       ↓          │    │ 
│  │  /home/ubuntu/   │              │  /home/ubuntu/   │    │ 
│  │       efs/       │              │       efs/       │    │ 
│  └───────┼──────────┘              └───────┼──────────┘    │ 
│          │                                 │               │ 
│          └─────────────┬───────────────────┘               │ 
│                        ↓                                   │ 
│              ┌──────────────────┐                          │ 
│              │   Amazon EFS     │                          │ 
│              │  (Shared Storage)│                          │ 
│              │                  │                          │ 
│              │  - index.html    │                          │ 
│              │  - assets/       │                          │ 
│              └──────────────────┘                          │ 
│                                                              │ 
└───────────────────────────────────────────────────────────
──┘ 
  
This project successfully demonstrates the implementation of a production-ready, highly 
available web infrastructure on AWS using shared storage principles. By leveraging 
Amazon EFS across multiple EC2 instances, I created a scalable architecture that 
ensures content consistency and high availability while maintaining cost efficiency. 
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