
AWS Site-to-Site VPN Setup – Stepwise 
Explanation 
Project Overview 

A Site-to-Site VPN allows secure connectivity between your on-premises network and an AWS 
VPC over the internet using IPsec tunnels. This setup enables resources in your VPC to 
communicate with your on-premises network securely. 

STEP 1 

Create VPC in north virginia region which will act as on-prem infrastructure 

 
 
 
 
 
 
STEP 2 
Create  Public Subnet from where connection will be established between Virginia and mumbai 
region 



 
 
 
 
 
STEP 3  
Create Internet gateway so that internet can be attached in  that vpc and public subnet created 

 
 
 
 
 



STEP 4 
ATTACH INTERNET GATEWAY TO THE VPC 

 
 
STEP 5 
Now edit the route table of public subnet and add internet route as 0.0.0.0/0 through internet 
gateway 

 
 
 
 
 
STEP 6 
Now we will launch ec2 instance in on-prem virginia region and set it up as vpn server using 
strong swan ipsec protocol  



 
 
 
 
STEP 7 
Now we will also create our remote cloud region vpc in mumbai from where we will establish 
connection  

 
 



STEP 8 
Now will create public subnet here as well 

 
 
 
 
STEP 9 
Similarly we will create internet gateway here as well and attach it to mumbai remote vpc 

 



 
STEP 10 
 Again edit the route table here to allow internet traffic 0.0.0.0/0 to go through internet gateway 

 
 
 
 
STEP 11 
Now we will create Virtua private gateway in mumbai remote region  
 



  
 
 
 
STEP 12  
Now will attach this gateway to our mumbai remote vpc 

 
 
 



 
STEP 13 
  Now we will create customer gateway  in mumbai region and paste down the elastic ip of 
virginia vpn server already launched previously 

 
 
 
 
STEP 14 
Now ssh into vpn server already launched into virginia region and run following commands 

a)​ sudo apt update -y 
b)​ sudo apt install strongswan-pki -y 



 
 
 
 
STEP 15 
Now run following commands to setup strongswan and enable following settings 

 
 
 



STEP 16  
Run other commands show below to start ipsec ie strongswan 

 
 
 
 
STEP 17 
Also make sure source destination check  is stopped  on vpn server in virginia region 

 



 
STEP 18 
NOw we will create site to site vpn connection in mumbai region  
Mention the cidr vpc ranges of mumbai and virginia region select routing as static  
Also here local ipv4 refers to virginia region(on prem) cidr range  and remote ipv4 refers to 
mumbai(remote) cidr range which we have to add. 

 
 
 
 
STEP 19  
Wait for few minutes you can see vpn connection is in available state 



 
 
 
STEP 20 
Also make sure route propagation is enabled in mumbai vpc (remote) region public route table 
so that route can be propogated 

 
 
 



STEP 21 
Now as our vpn connection is available we need to download configuration file for strongswan 
setup and make the necessary changes on vpn strongswan server in virginia region  

 
 
 
 
STEP 22 
Follow  the steps after downloading configuration file and make necessary changes in vpn 
server in north virginia region 



 
 

 
 



 
 
 
STEP 23  
AWS provides two vpn tunnel for high availability and fault tolerance  make necessary changes 
for both tunnels and restart the vpn server services as show below 

 



 
Here it comes that both vpn tunnels are up  
 
 
 
STEP 24  
Also in the console you can see both vpn tunnels are up 

 
 



STEP 25 
 Now you can launch servers in mumbai remote region and check the tunnel connectivity 

 
 
 
 
STEP 26 
You can see here servers in mumbai remote area public subnet where we setup the connectivity 
can communicate over private ip to the vpn server in virgina region 



 
This confirms that vpn tunnel has been established and secure communication has been 
established  
 

✅ Key Points to Mention 

1. Purpose / Objective 

●​ Demonstrated a secure, encrypted connection between an on-premises network and 
AWS VPC across regions.​
 

●​ Enabled communication between resources in Virginia (on-premises) and Mumbai 
AWS cloud environment.​
 

●​ Used for hybrid cloud architecture or disaster recovery setups.​
 

 

2. Architecture Overview 

●​ On-premises data center located in Virginia simulated using a Customer Gateway.​
 

●​ AWS Virtual Private Cloud (VPC) deployed in the Mumbai region.​
 



●​ Site-to-Site VPN tunnel established over the internet with IPSec encryption.​
 

●​ Route propagation enabled between VPC subnets and on-premises networks.​
 

 

3. Components Used 

●​ Virtual Private Gateway (VGW) attached to Mumbai VPC.​
 

●​ Customer Gateway (CGW) configured with on-premises public IP (Virginia).​
 

●​ VPN Connection with two tunnels for redundancy.​
 

●​ Route Tables updated to allow traffic between both ends.​
 

●​ Security Groups and NACLs configured for controlled access.​
 

 

4. Routing Details 

●​ Static or dynamic routing using BGP (if configured).​
 

●​ Custom routes added to ensure traffic flows between AWS and on-premises.​
 

●​ Verified route propagation from VGW to Mumbai VPC and vice versa.​
 

 

5. Encryption & Security 

●​ Used IPSec tunnels with encryption algorithms like AES-256.​
 

●​ Authentication via pre-shared keys.​
 

●​ Controlled access via security groups allowing only required ports (e.g., ICMP, SSH).​
 

 

6. Testing & Verification 



●​ Used ping tests to check connectivity between instances in AWS and on-premises 
network.​
 

●​ Verified routing table entries and VPN tunnel status (UP/DOWN).​
 

​
 

 

7. Challenges Faced 

●​ Configuring correct route propagation.​
 

●​ Ensuring proper security group rules and network ACL settings.​
 

●​ Handling failover with two tunnels.​
 

 

8. Benefits / Use Cases 

●​ Secure communication without exposing workloads over the public internet.​
 

●​ Multi-region access for distributed teams or backup environments.​
 

●​ Hybrid cloud architecture enabling scalable applications.​
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