AWS Project: Secure Multi-AZ Web Application with
ALB, WAF, and SSL

Designed and implemented a highly available, secure, and
scalable web application architecture on AWS using VPC,
subnets, NAT Gateway, Application Load Balancer (ALB),
WAF, Route 53, and SSL certificates. The architecture
ensures that only traffic from the ALB can access private
EC2 instances, and security controls are applied using
WAF rules.

Tools & Services Used

e AWS VPC

e EC2 (Elastic Compute Cloud)

e NAT Gateway

e Application Load Balancer (ALB)
e Target Groups

e AWS WAF

e Route 53



e AWS Certificate Manager (ACM)
e CloudWatch Logs (optional monitoring)

e Linux instances for web server setup

STEP 1
Created VPC

x | '@ shubham- x | @ Certificate x | & Web ACL: 6 s AWS prc Untitled [

ap-south-1.console.aws.amazon.com/v 4 jils:v

e veC > VPCs > vpc-0404ccha8a0bb1d20 ® 6 B
- -
VPCdashboard ¢ vpc-0404ccb48a0bb1d20 / VPC-1
AWS Global View (7 Details e
vPCID State Block Public Access DNS hostnames
3 vpc-0404ccha8a0bb1d20 @ Available Qo Disabled
 Virtual private cloud
- DN resolution Tenancy DHCP option set Main route table
Enabled default dopt 008210677354 7437 rtb-020¢65bb0dB15921 / PUBLIC_RT
Subnets
- Default VPC 1Pv CIDR 1Pv6 pool
Route tables No 192.1680.0/16 -
Internet gats
1PV CIDR {Nstwork border group) Network Address Usage matrics Route 53 Resolver DNS Firewall rule groups Owner ID
- Disabled 2l Ty 638550083526
DHCP option sets
Elastic b5 Resourcemap | CIDRs | Flowlogs | Tags Integrations
Managed prefix lists
NAT gateways Resource map o B show all details
Peering connections
v Security VPC Subnets (4) Route tables (2) Metwork Connections (1)
etwork ACLE Your AWS virtual network Subnets within this VPC Route network traffic to resources Connections to other networks
Security groups VeC ap-south-1a PRIVATE_RT 1GW_VPCl
v PrivateLink and @PuBLIC_SUBNET_1 SUBLIC BT
Lattice -
. [EAPRIVATE_SUBNET_1
Getting started
Endpoints u ap-south-1b
Endpoint @PUBLIC_SUBNET 2
- [ENPRIVATE_SUBNET 2 -

STEP 2
Created two public subnets



EC2 | ap-sou &% VPC|ap-south-1

ap-south-1.console.aws.amazon.com/

3 All Bookmarks

Q searc [Alt = Q @ frir Asia Pacific (Mumbai) ¥ [—

& vec @ Routes3 @ = @& cloudwaten @8 simple I e @ Simple Queue &8/ systems Mana

= VPC } Subnets > Createsubnet ® 6 5
Specify the CIDR blocks and Availability Zone for the subnet. -

Subnet 1 of 1

Subnet name
Create a tag with a key of '"Name' and a value that you specify.

| PUBLIC_SUBNET_1

The name can be up to 256 characters long,

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you

\. Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie s

ithin this block

[ 192.168.0.0/16 v

IPv4 subnet CIDR block

192.168.0.0/24

EC2 | ap-sou @ VPC|ap-south-1
ap-south-1.console.aws.amazon.com,

o All Bookmarks

aws , - )
~— _ Shubham

Bl cc: Gl vee 8 Routess

= VPC > Subnets » Createsubnet ® 6
SPEUTY UIE LIUK DIOUKS 811 AVAIEDINLY 2O 10T U1 SUDTieL. .
Subnet 1 of 1

Subnet name
Create a tag with a key of '"Name' and a value that you specify.

| PuBLIC_SUBNET 2

The name can be up te 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

| Asia Pacific (Mumbai) / aps1-az5 (ap-south-1b) v

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

| 192.16800/16 v

IPv4 subnet CIDR block

192.168.1.0/24

STEP 3
Created two private subnets



EC2 | ap-sou &% VPC|ap-south-1

ap-south-1.console.aws.amazon.com/

= VPC > Subnets > Createsubnet © 8 5
IPv4 CIDRs -
192.166.0.0/16
Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 10f 1

Subnet name
Creat with 2 key of "Name’ and a value that you specify.

| PRIVATE_SUBNET_1

can be up to 256 char

The na

Avallability Zone Info
Choose the zone in which your subnet will reside, or et Az

Zon choose one for you,

| Asia Pacific (Mumbai) / aps1-az1 (ap-south-1a) v |

1Pv4 VPC CIDR block  Info
Choose the V wd CIDR block for the subnet. The subnet's IPv.

[ 192.168.00/16 v |

CIDR must lie within this block

IPv4 subnet CIDR block

192.168.2.0/24|

EC2 4 VPC|ap-south-1 8 Di & e Record AWS lab X

ap-south-1.console.aws.amazon.com,

= WPC ) Subnets > Createsubnet © & B

Avalability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.
| Asia Pacific (Mumbai) / aps1-az3 (ap-south-1b) v |
IPv4 VPC CIDR block info

wd CIDR block for the subnet. Tha subnat's IBvA CIDR must lie within this block

Choosa th VP

[ 192.168.00/16 v

1Pv4 subnet CIDR block

192.168.3.0/24

L

¥ Tags - optional
Key Value - optional
[ Q Name ® | | Q PRIVATE_SUBNET 2 x| -: Remave :w

P E—
(_Addnewtag )

e
( Remove )
. J

Add new subnet

Cancel Create subnet

STEP 4

“Created an Internet Gateway and attached it to the VPC to provide internet access to
the public subnets.



EC2 4 VPC|ap-south-1  x

ap-south-1.console.aws.amazon.com/

= VPC > Intemetgateways > Create intemet gateway © @ B

Create internet gateway

Aninternet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag

Creates ith a key of 'Name' and a value that you specify

(ewecr )

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional

(@ Name x | [ iew_vect X | (_Remove )

Add new tag

u can add 49 more ta

Cancel  Create internet gateway

STEP 5

@ Launch aninstance |EC  x @ VPC | ap-south-1

ap-south-1.console.aws.amazon.com,

= VPC » NATgateways > Create NAT gateway ®© 6 B

@ Elastic IP address 3.7.142.197 (eipalloc-Obb3be35¢7dbb0063) allocated.

Create NAT gateway i

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to services in other VPCs, on-premises networks, or the internet.

NAT gateway settings
Name - optional
cr aq with a key of "Name' and a value that you specify.
| MAT-GATEWAY
The name can be up to 256
Subnet
p
| subnet-0247325a3f43bSee4 (PUBLIC_SUBNET_1) M
Connectivity type
Sl connectivi for the NAT gatev
Q Public
Private

Elastic IP allocation ID  Info
astic IP address to the NAT g

[ eipalloc-0bb3be3567dbb00GS. v | (CAllocate Elastic IP_)

Assign an

» Additional settings info

STEP 6
Launched two ec2 instances into private subnets



@ Launch an instan 4| NatGateways ‘— ap-south-1 x| ‘@ Distributio

ap-south-1.console.aws.amazon.col GREE]

EC2 > Instances > Launch an instance

¥ Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance

Key pair name - required

AWS v | C Createnew key pair

¥ Network settings i

VPC - required | Info.

192.1680.0/16

vpc-0404echA8a0bb1d20 (VPC-1) v | c

Subnet | Info

PRIVATE_SUBNET_1
s1-az v (& Create new subnet [3

Auto-assign public IP | info.

| Disable v |

Firewall (security groups) | Info

hat control the traffic for your ins Add w specific traffic to reach your instance.

| © create security group | [o Select existing security group ]

‘Common security groups

STEP 7
Added user data scripts on both private servers to install nginx web server

atGateways

ap-south-1.console.aws.amazon.com,

EC2 » Instances » Launch an Instance

Allow tags in metadata  Info

Select v

optional

User data
Upload a fi

o
([ Choosefile )

#1/bin/bash
sudo apt update -y

sudo apt install nginx -y

systemctl enable nginx

systemctl start nginx

echo "hello world this is private server 1 from mumbai and hostname is ${hostname )" >
Ivar/ww/ntml/indexhtml

User data has already been base64 encoded

STEP 8

Created Target group

3 All Bookmarks

¥ Summary

Number of instances | Info

|1

Software Image (AMI)
Canonical, Ubuntu, 24.04, amd6...read more
ami-02426650fd82cF200

Virtual server type (Instance type)
t2micro

Firewall (security group)
HTTP AND SSH

Storage (volumes)
1 volumels) - & GIB

- N
@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance

usage (or t3.micro where t2.micro isn't available) when

Cancel Launch Instance

B7 Preview code

3 All Bookmarks

¥ Summary

Number of instances | Info

1

Software Image (AMI)
Canonical, Ubuntu, 24.04, amd6..read more
ami-02d26650fd82cf200

Virtual server type (instance type)
t2.micro

Firewall (security group)
HTTP AND S5H

Storage (volumes)
1 volume(s) - 8 GiB

P N
@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance
usage (or £3.micro where t2.micro isn't available) when

Cancel Launch instance

B Preview code



@ Targetgroup X § ) & VPC|ap-sout x @ Distributi Homepage

ap-south-1.console.aws.amazon.col h-

e EC2 > Targetgroups > TG-1 ® Bl
- -
EC2 < @ 2 targets registered successfully to Tt
Dashboard e
ashboat TG-1 (_ Actions v )
AWS Global View [3 -
Events .
Details
v Instances 10 arm:awselasticloadbalancing:ap-south-1:638559983526:targetgroup/ TG-1/6662743d3fbc8457
Instances Target type Protacel : Port Protacol version VPC
Instance Types Instance HTTP: 80 HTTP1 VPC-0404cch48a0bb1d20 (2
Launch Templates
IP address type Load balancer
Spot Requests 1Pva @ None associated
Savings Plans
Reserved Instances 2 0 ®o0 2 0 0
Dedicated Hosts Total targets Healthy Unhealthy Unused Initial Draining
Capacity Reservations
0 Anomalous
v Images
AMIs » Distribution of targets by Availability Zone (AZ)
Selct values in this table to sae corrasponding fltars applied to the Registered targets table below.
AMI Catalog
¥ Elastic Block Store
Volumes Targets Monitoring Health checks Attributes Tags

Snapshots

STEP 9
Created Application Load Balancer

@ Createapplic x ¢4 8 Distri & Homepage

ap-south-1.console.aws.amazon.com,

3 All Bookmarks

EC2 » Load balancers » Create Application Load Balancer © 6 B
ITOLE APPSO UG DO 10 N
The Application Load Balancer distributes incoming HTTP and HTTPS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes. When the load balancer receives a connection request, it
evaluates the listener rules in priority order to determine which rule to apply, and if applicable, it selects a target from the target group for the rule action.

» How Application Load Balancers work

Basic configuration

Load balancer name

Name must be unique r A count and can't be changed after the load balancer is cr

[ ALB-1 ]
naximum of 32 alphanumeric characters including hyphens are allow wst not begin or end with a hypher

Scheme

Scher nged sfter

© Intemet-facing Internal
* Serves internet-facing traffic.
. 3
. es to public IPs. private IPs
. d Dualstack IP address types.

Load balancer IP address type | Info

Select the front-end IP address type to assign to the load balancar. The VPC and subnets mapped to this load balancer must include the selectad IP address & Public IPvA sddresses have an additional cost

0 IPva

includes only 1Pv4 addresses
Dualstack
includes IPva and IPvS addresses v

STEP 10



Configured security groups and created two security groups 1 for private instances and
1 for load balancer and only traffic to reach ec2 instances through load balancer and
ssh using my ip

@ securityGroup | EC2 x @ securityGroups |[EC2 |- x @ VPC Console x | '@ Homepage|s3

> C 25 ap-south-1.console.aws.amazon.com

[ All Bookmarks

Shubham

e EC2 > Security Groups @ © & B

A Aoy

) @ Security group (sg-0328669995edf3339 | LOADBALANCER-SG) was created successfully
¥ Elastic Block Store

» Details

Volumes
Snapshots Security Groups (3) s (© (Cactions ¥ ) ( Exportsecurity groups to csv_ | v ) (Createsecunity group

J 1 B

Network & Security Name 9 | Security group ID v | Security group name v

Lifecycle Manager | @ Find security groups by attribute or ta

VPCID 9 | Description

Security Groups - 50-0c770299dedf19eec HTTP AND S5H VpC-0404ccha8a0bb1d20 (3 allows http and ssh

Elastic IPs o 50-0328669995edf3339 LOADBALANCER-5G vpc-0404¢cb4830bb1d20 (2 allows ec2 to be accessed only throug
Placement Groups

= 50-037b5Sdd1bc10842ca default VDC-0404cchaBa0bb1dz0 [2 default VPC security group
Key Pairs 4 »

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

Auto Scaling -

i v
Auta Scaling Groups Select a security group @

Settings

STEP 11
After successful target group and load balancer reaching instances can see the result

7.3p-SC

A Notsecure  al

hello world this is private server 1 from mumbai and hostname is ip-192-168-2-118



/A Notsecure alb-

hello world this is private server 2 from mumbai and hostname is ip-192-168-3-175

STEP 12

Now creating WAF and attaching to the load balancer

@ securityGroups|© x @ Create web ACL

us-east-1 .consoLe.aws.amazon.com,

@ CloudFront

AWS WAF ) WebACLs > Create web ACL

Step 1
Describe web ACL and
associate it to AWS resources

Step 2

Add rules and rule groups

Step 3
Set rule priority

Step4

Configure metrics

Step S

Review and create web ACL

] Cloudshen  Feedback

x @ securityGroups g @ Homepage [S3 |- x Private subnet he  x

2] pay @ @8 Global ¥

& cloudy § ficatic ice @ simple Queue &) Systems Man: ! Simple Email

Describe web ACL and associate it to AWS resources s

Web ACL details

Resource type
Choose the type of resource to associate with thi

ACL. Changing this setting will reset the page

() Global resources (CloudFront Distributions, CloudFront Distribution Tenants and AWS
Amplify Applications)

© Regional resources (Application Load Balancers, Amazon API Gateway REST APIs,
Amazon App Runner services, AWS AppSync APIs, Amazon Cognito user pools and
AWS Verified Access Instances)

Region
Choose the AWS Region to create this w

ACL in. Changing this setting will reset the page.

Asia Pacific (Mumbai) v

Name

Privacy

+

b4

Se...

Terms

3 All Bookmarks

Shubham




@ SecurityGroups x ® Create web A x B SecurityGroups

us-east-1.console.aws.amazon.com

3 All Bookmarks

Add AWS resources X

Resource type
Select the resource type and then select the resource you want to associate with this web ACL.

© Application Load Balancer () Amazon AP| Gateway REST ‘ ‘ (O Amazon App Runner service
API

) AWS AppSync API ‘ () Amazon Cognito user pool ‘ | () AWS Verified Access

Resources (1)

Select the resource you want to associate with the web ACL.

‘ Q. Find AWS resources to associate 1 @

Name A

ALB-1

Cancel Add

STEP 13

Created IP SET to set blocking from my ip

@ securityC @ Create we x ® IPsets | 5 G G X & Homepac
us-east-1.console.aws.amazon.com;

3 All Bookmarks

aws, Global ¥
~

Shubham

Bl cc: Glvee @ Rout @ CloudFront

WAF & shield % [|IEEG
You successfully created the IP set BLOCKED-IP-SET.

¥ AWS WAF AWS WAF > IP sets

Getting started
Web ACLs IP sets e

Bot control

dashboard
v Delete Create IP set

1P sets (1)

IP sets that you have defined in the selected region

Application
integration

IP sets Q Find IP sets ‘ 1 ®

Regex pattern sets

Rule groups Name A Description v D

Add-on protections 55260320-2ba7-dele-
BLOCKED-IP-SET blocking_my_ip

a3ae-871634d7d039

Switch to AWS WAF
Classic




x @ Createwe x @ IPsets|V & securityC

us-east-1.console.aws.amazon.com

3 All Bookmarks

2] o @ fri] Global ¥

Shubham
,_iFE(z &G vec @& Routes3 @ cloudFront |8 @& Cloudwatcn 8| Simple Notification Service 48| Simple Queue S &8/ systems Man \ simple Email Se.
-
. Rule ®
WAF & Shield X Step s
Review and create web ACL @
Name
¥ AWS WAF
blo(ked_lp_rutel
Getting started The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9, - (hyphen), and _ {underscore).
Web ACLs
Bot control
dashboard IP set
Application
integration IP set
IP sets BLOCKED-IP-SET v
Regex pattern sets
IP address to use as the originating address
Rule groups When a request comes through a CDN or other proxy network, the source IP address identifies the proxy and the original IP
ad address is sent in a header. Use caution with the option, IP address in header, because headers can be handled inconsistently by
Add-on protections proxies and they can be modified to bypass inspection
© source IP address
IP address in header
Switch to AWS WAF

Classic Action

@ CloudShell Feedback n lates. Privacy Terms

STEP 14

“Verified that the Load Balancer is inaccessible from my IP due to the WAF rules
blocking traffic.”

403 Forbidden

C A Notsecure

403 Forbidden



@ Load balancer d x @ WAF & Shield | W z & % Private subnet

(¢] us-east-1.console.aws.amazon.com

aW% Searc Global v
e L

Shubham

[FE(Z &l vee 6 3 = % CloudWatch {78 Simple Notification Service @& Simple Queue S & A Simple Email Se.

WAF & Shield X

No data for the selected time frame and action filters. ®

¥ AWS WAF

Getting started

Web ACLs

Bot control Sampled requests (1)

dashboard ‘Allmetri(s v| | c ‘

Application Samples of requests from the past 3 hours.
integration

IP sets Q, Find sampled requests ‘ c @

Regex pattern sets
Rule inside rule

Rule groups Metric name Source IP URI T Action Time
Add-on protections
110.226.176.51 Thu Sep 11 2025 23:19:05 GMT+0530 (India Standard
blocked_ip_rule / - BLOCK
(IN) - Time)

Switch to AWS WAF
Classic

STEP 15
Now mapping this loadbalancer to route53 as alias record

® Load balancer x @ shubham-mishra. x WAF & Shield | v g Private subnet he  x

us-east-1.console.aws.amazon.com/|

3 All Bookmarks

aws o t Global ¥
— L

Shubham

Bl @lvec @ rou @ coudFront & CloudWatch 8 Simple Notification Ser 4@ simple Queue S

= Route53 > Hostedzones » shubham-mishra.online > Create record @ ®

Create record i

Quick create record Switch to wizard
¥ Record 1 Delete
Record name  Info Record type = Info

| subdomain shubham-mishra.online A —Routes traffic to an IPv4 address and some AWS resources v

Keep blank to create a record for the root domain

O Alas

Route trafficto | Info

| Alias to Application and Classic Load Balancer v |
| asia Pacific (Mumbai) v |
[ Q dualstack. ALB-1-883477097.ap-south-1.elb.amazonaws.com| X ]

Alias hosted zone 1D: ZPS7RAFLXTNZK

(2] Cloudshell  Feedback Sen : < affiliates. e i

STEP 16



Now configuring another rate based rule in waf

® Loadbalancerde. x | ‘& shubham-mishra @ Edit rule | WAF & &l v e & Private subnet h

us-east-1.console.aws.amazon.com

3 All Bookmarks

Global ¥
lobal Shubham

,_tFE(z &l vee @ Routess @) o = &&| CloudwWatch ] Simple Notification Service 48| Simple Queue Servic ¢ \ »n Simple Email Se.

Name

blocked_ip_rule

The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9, - (hyphen), and _ (underscore).

Type

) Regular rule

© Rate-based rule
Limits request rates for requests that match your criteria. Applies the action to matching requests
when the limit is reached, and removes the action when the rate falls below the limit.

Rate-limiting criteria vearm more (2

Rate limit

The maximum number of requests to all
requests using a scope-do
aggregation component or a scope-down statement.

our criteria. You can n
for count aggregation. You m

the scope of the
st provide at least one

10

idShell Feedback

@ Load balancerde x| '@ shubham-mishrz

c us-east-1.console.aws.amazon.col

[ All Bookmarks

aws [ Glo v
~ Global Shubham

B cc: Glvee @ routess @) cloudrront (B c atch @8] Simple Notification Service |8 Simple Queue S 5 \ Simple Email Se...

Rate-limiting criteria vLearn more (2

Rate limit

your criteria. You can narrow the scope of the

requests using a scope-do ement. You can group reques
aggregation component or a scope-down statement.

10

Rate limit must be be

ween 10 and 2,000,000,000.

Evaluation window
The amount of time to use for request counts

1 minute (60 seconds) v

The default time span is 5 minutes. id values are 1, 2, 5, and 10 minutes

Request aggregation
Select the web request components to use for request aggregation. AWS WAF groups, counts, and rate limits requests based on this criteria.

© Source IP address
Use only the IP address from the web request origin. If a web requ

st goes through one or more
will contain the address of the last proxy, and not the originating

proxies or load balancers, thi
address of the client.

[J cloudshen  Feedback

Privacy ~ Terms

STEP 17



Now again i can access my webserves behind load balancer through my domain
shubham-mishra.online

@ shubham-mishra.online x  +

C A Notsecure shubham-mishra.online

hello world this is private server 2 from mumbai and hostname is ip-192-168-3-175

v @ shubham-mishra.online x +

= c A\ Notsecure  shubham-mishra.online -

from the clipboard.

hello world this is private server 1 from mumbai and hostname is ip-192-168-2-118

STEP 18
Now again after hitting rate limit of 10 request in 60 sec WAF blocked access



03 Forbidden +
C A Notsecure shubham-mishre

Danish English

403 Forbidden

STEP 19
Now will add SSL certificate to my domain

@ Load ba x | @ shubham- x @ Requestce x @ WAF&Sh g C Cons » Privatesu’ x Flowchar

ap-south-1.console.aws.amazon.com, th-1%#

Bers &

= AWS Certificate Manager > Certificates > Request certificate @ [c]
Request certificate

Certificate type i

ACM certificates can be used to establish secure communications access across the internet or within an internal network. Choose the type of certificate for ACM to provide.

O Request a public certificate
Request a public SSL/TLS ce

By default, public certificat sers and operating

Requesting a private certificate requires the creation of a private certificate authority (CA). To create a private CA, visit AWS Private Certificate Authority [3

Cancel Next




& shubham B Certificate x w® & € S ® Privats

ap-south-1.console.aws.amazon.col

e AWS Certificate Manager > Certificates > 4ceed8b0-0b01-4694-9f7d-bdf16ce1deSt o]
AWS Certificate < (D Successfully requested certificate with ID 4ceed8b0-0b01-4694-9F7d-b4f16ce1deSF
Manager (ACM) A certificate request with a status of pending validation has been created. Further action is needed to complete the validation and approval of the certificate.

st certficates 4ceed8b0-0b01-4694-9f7d-baf16ce1desf

Request certificate

Import certificate

Certificate status

AWS Private CA [
Identifier Status
4ceed8b0-0b01-4694-9f7d-b4f16ce1deSF @Fe'\m'\g Uﬂatjil'! Info
ARN

I arm:aws:acm:ap-south-1:638559983526:certificate /4ceedBb0-0b01-4694-97d-b4f16ce1deSF

Type
Amazon Issued

Domains (1) ( Create records In Route 53 )( Exportto CSV & :)
1
Domain | status Renewal status | Type |  CNAME name | cNAMEy
0 _350dc741733770f5c9775baB57€3d874 shubh ru
shubham-mishra.online @ Pending validation - CNAME 1 _350d¢ < eodBrshubnham- _b81bEY)
mishra.online. \alidatiol

STEP 20

We will add https rule in loadbalancer to allows https access

@ Addlisten x & shubham @ Certificate x | & WAF&S

ap-south-1.console.aws.amazon.col

a

EC2 ) Load balancers > ALB-1 > Add listener [¢]

edited and deleted from the listener. -

» Load balancer details: AL

Listener: HTTPS:443

A listener checks for connection requests using the protocol and port that you configure. The default action and any additional rules that you create determine how the Application Load Balancer routes requests to its registered targets.

Protocol Port
Used for con ions from clients to t The port on which the Ioad balancer is ing for conr
| HrTTRS v | | a3

Default action | into

The default action is used if no other rules apply

hoose the default action for traffic on this listener.

Authentication action - optional | Info
A jon requires IPuA connectivity to auther

endpaints. Learn more [

Authenticate users
Configure user authentication through either OpenlD Connect (C

Routing action

[o Forward to target groups ] | Redirect to URL | ‘ Return fixed response

Forward to target group | Info
Choose a target group and specify routing

group [3

Target group Weight Percent




@ Add listen: x & shubham- x | B Certificat ® WAF&Sh x

> C 23 ap-south-1.console.aws.amazon.com,

> Loadbalancers > ALE-1 > Add listener o]

el

rget group | info

Target group Weight Percent

161 HTTP ‘ © 1 o

+ Add target group

Target group stickiness | info

Turn on target group stickiness

Secure listener settings s

Security policy | oo

Security category Policy name

[ At security policies v | [ ELBSecurityPolicy-TLS13-1-2-Res-2021-06 (recommended) - |
Default SSL/TLS server certificate

Certificate source

[ © From ACM ] | From IAM | | Import certificate

Cartificata (from ACM)

[shubham-mlshrawnlme - ] @

STEP 21
After successful validation we can access https://shubham-mishra.online which confirms
ssl is working

shubham-mishra.online  x  +

c 25 shubham-mishra.online

shubham-mishra.online
hello world this i
& Connection is secure

[z Pop-ups and redirects

® Cookies and site data

781 Site settings

STEP 22
Now we will edit http rule in load balancer to redirect http request to https


https://shubham-mishra.online

@ Listenerd: x @ shubham- x | @ Certificate x | @ WAF &Sh @l VPCConsc x | @ Homepag: X Private sul x Untitled [

c 23 ap-south-1.console.aws.amazon.col

B wec
e EC2 D Loadba

EC2 <

i HTTP:80 . ®

AWS Global View (3

Events ;
¥ Details
v Instances Alistenzr checks for connection requests using the protocol and port that you confiqure. The default action and any additional rules that you ereate determine how the Application Load Balancer routes requests ta its registered targets
Instanc Protocol:Port Load balancer Default actions
Instance Types HITP:80 ALB-1 * Redirect to HTTPS://{host}:443/#{path}?#{query}
Lsumeh Templates Status code: HTTP_301
Spot Requests Listener ARN
Savings Plans. =} B-1/8¢0fF

Reserved Instances

De

Rules | Attributes | Tags
Capacity Reservations

¥ meges J N e
AMEs Listener rules (1) wre Rule fmits () (_Actions v ) (_ mddrute )

AMI Catalog ed by the listener is routed according to the default actien and any additional rules. Rules are evaluated in priority order from the lowest value to the highest value.

v Elastic Block Store J @
Volumes Priority | Nametag | Conditions (1) | Actions (Then) | ARN | Tags | Actions |
Snapshots

Befault IF noother rule applies * Redirect to HTTPS://#{hast]:443/#{path} 8 (query} 16 ARN Otags P
Lifecycle Manager N L

» Network & Security

Security Groups

STEP 23
We can see http://shubham-mishra.online request is redirected to
https://shubham-mishra.online

hubham-mishra.online x  +

c 25 shubham-mishra.online

hello world this is private server 2 from mumbai and hostname is ip-192-168-3-175

This project showcases my ability to design and deploy a secure, scalable, and
fault-tolerant AWS infrastructure by integrating networking, security, and


http://shubham-mishra.online
https://shubham-mishra.online

application delivery components. It reflects hands-on expertise in implementing
cloud best practices suitable for production workloads.
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